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Today, all types of data are used in various ways to provide useful information. PACS Audit data have not been typically used as a data source although it includes information that can be used for various purposes such as process improvement (PI). In a typical radiology workflow, examinations do not show up on a radiologist's unread worklist until the examination has been verified. An issue with clinical access to radiology reports was determined to be partly due to delays in the verification step. A PI goal was created to reduce this wait time. PACS audit data were mined using an inhouse application to provide workflow time span information, and the particular span from arrived to verified was measured. The report also allowed specific examinations and users to be identified, and these data were used as a PI educational tool. The end result was a dramatic reduction in examinations taking longer than 1 h to be verified which reduced the time for report production and enhanced patient care.
KEY WORDS: PACS, auditing, data mining, databases, information management, medical informatics applications, quality control, quality assurance BACKGROUND G athering audit data from a picture archive and communications system (PACS) can provide numerous benefits to an organization. Although one might typically think of computer audit data in terms of security or application events, 1 there are many other events whose information we can mine. With medical data, we need to capture information on who merged a patient or examination, who marked an examination as dictated, and when an examination was moved to the archive. We also need to capture non-change events such as who viewed an examination as specified by the Health Information Portability and Accountability Act (HIPAA) 2 in 2004. This act required organizations to audit the access and use of their protected healthcare information (PHI). Most PACS vendors began providing audit data around that time, but many sites remain unaware of its full potential.
This data can be stored and presented in many different ways. In this case, the data are stored in a stand-alone database and reporting system, although a web interface could be created to provide more ubiquitous access. Today, the Holy Grail of reports is often a "Digital Dashboard" [3] [4] [5] that can provide deidentified data for trending and workflow analysis. To benefit from this data, it was used to look at the radiology departments need to provide the proper diagnosis as quickly as possible. Process improvement (PI) can be supported in many areas as described in the Discussion, and one of them became an obvious concern.
The diagnostic workflow process can be broadly broken down into three catagories: image acquisition, image verification, and image interpretation. The image verification step generally occurs after the examinations are sent from the modality and arrive on the PACS. At this point, the images are reviewed by the radiographer on a PACS display, and presentation manipulations and retake decisions are made. When appropriate, the examination is verified and made available to the radiologist for reading. The concern observed by the radiology administrator and radiographer supervisors was the time taken to move from arrived to verified. The problem appeared consistently with clinicians asking for a report on an examination that had not appeared in the radiologist's worklist yet. A PI goal was made to bring the percentage of examinations taking longer than 1 h to verify to less than 10% of the total.
Although most current radiology information systems (RIS) can provide procedure time data, they can not provide data on when the examination arrived on the PACS and was verified unless the RIS and PACS are tightly integrated. Many institutions today have separate RIS and PACS systems and must look to the PACS to get this data. Traditionally, there has not been an easy way to measure this arrived to verified time, so an in-house application for reading PACS audit logs was used to support the PI goal described here.
MATERIALS AND METHODS
Two radiology imaging departments at LSU Health Science Center-Shreveport were used for this study, computed radiology (CR)/direct radiology (DR) (General Radiology) and CT/MR. General Radiology performed around 9,000 examinations per month, and there were about 2,000 computed tomography (CT) and 500 magnetic resonance (MR) examinations each month. The actual times to verify an examination after it arrived on PACS was gathered using the in-house PACS Auditor application. This was done over a period of 20 months from January 2007 through August 2008 for the CR/DR data. The CT/MR data was collected from January of 2008 through April of 2009. The number of examinations that took longer than 1 h to verify were accumulated for each period, and the percentage of these examinations was calculated.
The PACS Audit Loader program development was done in Microsoft Visual Studio .NET 2005, and Microsoft Access 2003/7 was used for the PACS Auditor database. The project runs on a Dell Dimensions 9200 computer with a dual core 2.66 Ghz Intel Pentium processor with 2 Gb of RAM and a 320-Gb Raid 1 (mirrored) hard drive array.The GE PACS version is Centricity 2.0 CSR1 SP5 software.
The data studied are provided by the PACS from the event notification manager (ENM) table.
It includes the Examination Change (EC) event type with corresponding status values to indicate ordered, arrived, verified, dictated, completed, canceled, and reference only. The combination of an EC event with a particular status value then indicates a step in the workflow process of the radiology department. These steps/events, each with their own corresponding record(s) and data fields, are extracted along with many other events to an XML file. By looking at the EC event record, its status, and its date/time stamp, the time span can be determined between any of the steps in the workflow process. The application includes the discreet spans "ordered to arrived" (OA), "arrived to verified" (AV), "verified to dictated" (VD), "dictated to completed" (DC) as well as the total "ordered to completed" (OC), and "arrived to completed" (AC) spans. The specific parameter measured in this study was the AV time span.
The XML file was created daily on the PACS and exported to the Dell computer. An Imaging Informatics Professional gathered the xml files containing the audit information from the PACS server. These files were then run through the PACS Audit Loader program to verify and import the data into the PACS Auditor database.
The PACS Auditor was a tool created in 2004 to enable HIPAA-related audits and quick lookups regarding who verified or dictated an examination. 6 This first version looked at static events and displayed related data and could list all the events for an examination, patient, or user. Any time span values had to be calculated by hand and could not be used effectively for the number of examinations being reviewed here. In October of 2007, a set of Time Reports shown in Figure 1 was added to the PACS Auditor which allowed the mining of the time span data such as arrived to verified. 7 Reports could now be generated that could show aggregate times for all the spans and could break the reports down by date range, modality, and even shift. The reports also allowed the selection of a time limit for each of the spans so that any examinations over the limit could be displayed and counted. By setting the time limit for the arrived to verified span to 1 h, the number of examinations over this limit could easily be retrieved. Figure 2 shows a narrow selection of data that includes one 91 h AV span that can be used to describe the report.
The report header shows when the report was run along with all the particular parameters selected for that report. Detail reports can be selected, but with typically thousands of records, it becomes less meaningful unless the range is very narrow. Aggregate data becomes more reliable when periods greater than 2 weeks are selected as outlier data skew will be minimized. The reports also have the ability to set a maximum value for a span. This causes any potential outlier data to be eliminated from the counts and averages. The user can select the Last Page check box to create a onepage report showing only aggregate data. The main body of the report shows the aggregate information derived from the selected data. This includes average times for each of the spans described above. It shows the total span count and also counts over any limit value applied. Each time span's data are shown on a separate line in the report.
Below that, the time spans are broken down into incremental ranges (G1 h, G2 h, and so on up to and over 72 h). This breakout capability provides a very good trend analysis for the department's workflow.
By viewing the counts and percentages for each time span, bottlenecks and inefficiencies can be detected and acted upon. The report provides the ability to go from this aggregate data and drill down to the specific examinations that are causing time lags to occur.
The one examination that took more than an hour to verify is displayed on a line above the aggregate data and below the header information starting with the accession number 3923. This detail line shows the value of each time span available for that examination, as well as the user that verified and dictated the examination. This information can be presented to the radiographer to support the PI goals. Time spans can only be calculated if there is an event for both sides of the span, for example, an arrived event and a verified event. Since we know the date and time for each event record, we can calculate the time span between them. The line indicates the AV span took 1:15 and was verified by User86.
Below that, the AV aggregate line shows an average time span of 27:05 min for a count of three spans, with one span being over limit (33.33%). Looking at the Total Time Ranges breakout under the AV column below, two examinations are counted in the G1-h line and one in the G2-h line. In a typical month, there could be multiple examinations over the limit. In the report runs supporting this project, there was typically one or more pages of individual examinations listed before the last page provided the aggregate data. There would normally be counts and averages for all spans, and span limits and maximums can be set for any integer hour value. Canceled counts are displayed at the bottom in the time span in which they occurred as well. Table 1 shows the CR/DR counts and percentages by period (left column) starting with January of 2007 at the bottom and coming up to August of 2008. The columns show the total procedure counts, the number taking longer than 1 h to verify, and the percentage of the total. The data for all CR/DR areas are shown in the first three columns, and the next two sets simply show a breakout of the ER and 2nd floor General Radiology sections. There are also three other sections not displayed. The percentages start as high as 26% and drop to under 5%. Table 2 shows the CT/MR counts and percentages starting in January of 2008 at the bottom and coming up to April of 2009. The columns depict the same data as described above for each section. 
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